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SCOPE AND SOURCE OF OBLIGATION

The purpose of this policy is to ensure that, in the course of Beaconhills College’s activities, we manage and
protect personal information in accordance with:

- the Privacy Act 1988 (Cth), as amended by the Privacy and Other Legislation Amendment Act 2024 (Cth);

« the 13 Australian Privacy Principles (APPs);

- the Children’s Online Privacy Code (once registered);

« the Health Records Act 2001 (Vic) and the Health Privacy Principles (HPPs);

« the Surveillance Devices Act 1999 (Vic); and

« any other applicable Commonwealth, State or Territory privacy laws.
Privacy law in Australia is undergoing substantial reform. We monitor legislative change and update this policy
to reflect new obligations as they commence.

This policy outlines the circumstances in which we obtain personal information, how we use and disclose that
information, and how we manage requests to access and correct that information. It applies to all students,
parents, prospective parents, job applicants, staff, volunteers, past students, contractors, visitors and other
people who are at any point connected with Beaconhills College.

WHAT IS PERSONAL INFORMATION AND HOW DO WE COLLECT IT?

Personal information is information or an opinion about an individual from which they can reasonably be
identified. Depending on the circumstances, we may collect personal information from the individual in their
capacity as a student, parent, contractor, volunteer, stakeholder, job applicant, alumnus, visitor or another
person who comes into contact with the College.

In the course of providing services, we may collect and hold:

« Personal information, including names, addresses and other contact details; dates of birth; next of kin
details; photographic images; attendance records and financial information.

« Sensitive information (particularly in relation to student and parent records), including government
identifiers (such as TFN), religious beliefs, nationality, country of birth, professional memberships, family
court orders and criminal records.

« Health information (particularly in relation to student and parent records), including medical records,
disabilities, immunisation details and psychological reports.

As part of our recruitment processes for employees, contractors and volunteers, we may collect and hold:

« Personal information, including names, addresses and other contact details, dates of birth, financial
information, citizenship, employment references, regulatory accreditation, media, directorships, property
ownership and driver’s licence information.

- Sensitive information, including government identifiers (such as TFN), nationality, country of birth,
professional memberships, family court orders and criminal records.

- Health information (particularly in relation to prospective staff and student records), including medical
records, disabilities, immunisation details and psychological reports.

Generally, we will seek consent from the individual in writing before we collect their sensitive information
(including health information).

Employee records relating to current or former employees are presently exempt from the APPs (and the HPPs)
where they relate to the employment relationship. Nonetheless, the College handles employee records in
accordance with the APPs as a matter of good practice, and we monitor anticipated reforms that may narrow
this exemption.
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COLLECTION OF PERSONAL INFORMATION

The collection of personal information depends on the circumstances. Where it is reasonable and practical to
do so, we collect personal information directly from the individual.

Solicited information

Beaconhills College has, where possible, attempted to standardise the collection of personal information by
using specifically designed forms (for example, an Enrolment Form or Health Information Disclosure Form).
Given the nature of our operations, we also receive personal information by email, letters, notes, via our
website, over the telephone, in face-to-face meetings, through financial transactions, and through surveillance
activities such as CCTV and network security monitoring.

We may also collect personal information from third parties (for example, a third-party administrator or referees
for prospective employees) or independent sources. We will only do so where it is not reasonable and
practical to collect the personal information directly from the individual.

Unsolicited information
Beaconhills College may be provided with personal information without having sought it through our normal
means of collection. This is known as “unsolicited information” and is often received through:

« misdirected postal mail — letters, notes, documents;

« misdirected electronic mail — emails, electronic messages;

+ employment applications sent to us that are not in response to an advertised vacancy;,

- additional information provided to us which was not requested.

Unsolicited information will only be held, used or disclosed if we are satisfied it could have been collected by
our normal means. If the unsolicited information could not have been collected by normal means, we will
destroy, permanently delete or de-identify the information as appropriate.

Information collected through our website

We may collect information based on how individuals use our website. We use “cookies” and similar data-
collection methods to collect information on website activity, such as the number of visitors, the number of
pages viewed, and the advertisements which bring visitors to our website. This information is collected to
analyse and improve the website, our marketing campaigns, and web-traffic statistics. We do not use this
information to personally identify individuals.

COLLECTION AND USE OF SENSITIVE INFORMATION

We only collect sensitive information if it is:

+ reasonably necessary for one or more of our functions or activities, and we have the individual’s consent;
« necessary to lessen or prevent a serious threat to life, health or safety;

- another permitted general situation; or

. another permitted health situation.

We may share sensitive information to other entities in our organisational structure, but only if necessary to
provide our products or services.
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HOW DO WE USE PERSONAL INFORMATION?

Beaconhills College only uses personal information that is reasonably necessary for one or more of our
functions or activities (the primary purpose), for a related secondary purpose that the individual would
reasonably expect, or for an activity or purpose to which the individual has consented.

Our primary uses of personal information include, but are not limited to:

« providing education, pastoral care, extra-curricular and health services;
» satisfying our legal obligations, including our duty of care and child-protection obligations;

« keeping parents informed of College community matters through correspondence, newsletters and
magazines;

- marketing, promotional and fundraising activities;

« supporting the activities of College associations, such as parents and friends associations;

- supporting the activities of the College foundations;

« supporting community-based causes and activities in connection with the College’s functions;
« helping us to improve our day-to-day operations, including training our staff;

« systems development; developing new programs and services; undertaking planning, research and
statistical analysis;

« College administration, including for insurance purposes;

- the employment of staff; and

« the engagement of volunteers.
We will only use or disclose sensitive or health information for a secondary purpose if the individual would
reasonably expect us to do so and the secondary purpose is directly related to the primary purpose.

We may share personal information with related bodies corporate, but only if necessary for us to provide our
services.

STORAGE AND SECURITY OF PERSONAL INFORMATION

Beaconhills College stores personal information in a variety of formats, including:

« databases;

- hard-copy files;

« College-issued devices, including laptop computers;

- third-party storage providers such as cloud storage facilities; and
« paper-based files.

Beaconhills College takes all reasonable steps to protect the personal information we hold from misuse,
interference, loss, unauthorised access, modification or disclosure. In accordance with the amended APP 11,
these steps include technical and organisational measures.

Technical measures
+ role-based access controls and multi-factor authentication for systems holding personal information;
« encryption of sensitive information in transit and at rest, where reasonably practicable;
« immutable backups with an offline copy, and periodic restoration testing;
« network security monitoring and a managed Security Operations Centre (SOC);
. firewalls, email filtering and endpoint protection;
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- a Cyber Incident Response Plan aligned to the Australian Cyber Security Centre’s Essential Eight
framework, tested through tabletop exercises;

- third-party / vendor cyber risk assessment at procurement and renewal; and
« penetration testing and vulnerability management on a scheduled basis.

Organisational measures
+ restricted access and user privileges assigned according to role and responsibility;
« arequirement that staff do not share personal passwords;
« hard-copy files stored in lockable filing cabinets in lockable rooms;
- secured access to College premises;
« physical security measures around College buildings and grounds to prevent break-ins;
- privacy training for staff

« due diligence with respect to third-party service providers who may have access to personal information,
to ensure as far as practicable that they are compliant with the APPs or a substantially similar privacy
regime; and

« destruction, deletion or de-identification of personal information no longer needed, unless retention is
required by law.

Our public website may contain links to third-party websites outside Beaconhills College. We are not
responsible for the information stored, accessed, used or disclosed on those websites and cannot comment
on their privacy policies.

PRIVACY IMPACT ASSESSMENTS AND THE STATUTORY TORT

We conduct privacy impact assessments (PIAs) before introducing new surveillance, monitoring, data-sharing
or information-handling activities that may affect individuals’ reasonable expectations of privacy.

Staff who handle personal information are instructed on their obligations under this policy, the APPs, the
Health Privacy Principles and the statutory tort for serious invasions of privacy under the Privacy Act 1988 (Cth)
(as amended in 2024). Staff are trained on the boundary between legitimate investigation or monitoring and
unlawful “intrusion upon seclusion” or misuse of information.

CCTV AND ELECTRONIC MONITORING

CCTV is used at College premises for the safety and security of students, staff and visitors, and for the
investigation of serious misconduct. Cameras are located in key areas around the College campuses and
signage is displayed at all monitored areas. Recordings are retained in accordance with our Record Keeping
Policy and are accessible only by authorised staff for authorised purposes.

Electronic systems (including email, network traffic and learning-management systems) are monitored for
security, safeguarding and compliance purposes, in accordance with the ICT Acceptable Use Agreement
signed by staff, students and, where relevant, volunteers and contractors.

All surveillance at Beaconhills College complies with the Surveillance Devices Act 1999 (Vic). Privacy
compliance of camera and access-control retention is reviewed at least annually.

RESPONDING TO DATA BREACHES

Where the College becomes aware of a suspected data breach, we follow our Data Breach Response Plan.
The steps are:
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- Contain and investigate: immediately contain the breach where possible and investigate to determine its
nature, scope and cause.

« Assess: complete an assessment within 30 days of becoming aware of a suspected eligible data breach,
to determine whether it is likely to result in serious harm to any individual.

« Notify: where the breach is an “eligible data breach” under the Notifiable Data Breaches (NDB) scheme,
notify the Office of the Australian Information Commissioner (OAIC) and affected individuals as soon as
practicable. Where we cannot notify individuals directly, we publish a statement on our website and take
reasonable steps to publicise it.

+ Reportinternally: report to the Executive Principal and the Board Risk & Compliance Committee.
« Review: conduct a post-incident review and update our controls, training and procedures as required.

Decisions under the NDB scheme are made by the Privacy Officer in consultation with the Executive Principal
and, where required, with the College’s legal advisers. The College acknowledges that the OAIC has
strengthened powers (including civil penalties, infringement notices and compliance notices) in respect of
privacy breaches, and we cooperate fully with the regulator in the event of any investigation.

DISCLOSURE OF PERSONAL INFORMATION

Personal information is used for the purposes for which it was given to Beaconhills College, or for purposes
which are directly related to one or more of our functions or activities.

Personal information may be disclosed to government agencies, other parents, other schools, recipients of
College publications, visiting teachers, counsellors and coaches, service providers, agents, contractors,
business partners, related entities and other recipients from time to time, if the individual:

» has given consent; or

« would reasonably expect the personal information to be disclosed in that manner.
Beaconhills College may disclose personal information without consent, or in a manner the individual would
not otherwise reasonably expect, if:

-+ we are required or authorised to do so by law;

- the disclosure will lessen or prevent a serious threat to the life, health or safety of an individual or to
public safety;

« another permitted general situation applies (for example, the inclusion of date of birth on Student ID
cards for Years 9-12);

- disclosure is reasonably necessary for a law-enforcement-related activity; or
« another permitted health situation exists.

CHILD SAFETY INFORMATION SHARING

The College is subject to a number of statutory information-sharing schemes that operate alongside, and in
some cases modify, the general consent rules in this policy.

Where permitted or required by the Child Information Sharing Scheme (CISS) or the Family Violence
Information Sharing Scheme (FVISS) under Part 5A of the Child Wellbeing and Safety Act 2005 (Vic), by the
Reportable Conduct Scheme, or by mandatory reporting laws under the Children, Youth and Families Act
2005 (Vic), the College may collect, use and share personal information (including sensitive and health
information) to:

- promote the wellbeing or safety of a child;
« respond to or prevent family violence; or
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« report suspected child abuse.

Information sharing for these purposes is subject to the relevant statutory framework rather than the general
consent rules in this policy. Oversight of these schemes and the Child Safe Standards sits with the Social
Services Regulator (Victoria). The College also co-operates with Victoria Police, the Department of Families,
Fairness and Housing, the Department of Education, and other child-related organisations, where required.

DISCLOSURE OF PERSONAL INFORMATION TO OVERSEAS RECIPIENTS

In the course of providing our services, the College discloses personal information to overseas recipients. The
most common example is the use of cloud-based software and storage. Personal information may be handled
by service providers located in the United States, the United Kingdom, the European Union, and other
jurisdictions.

Before disclosing personal information to an overseas recipient, we will take reasonable steps to ensure that
one or more of the following applies:

- theindividual has consented to the disclosure (which may be implied in the circumstances, such as
routine cloud storage identified in this policy);

- we have satisfied ourselves (through contractual and due-diligence processes) that the recipient is
bound to handle the information in a manner substantially similar to the APPs;

« the recipientis in a country or subject to a binding scheme that has been designated under the
Ministerial “white-list” mechanism under APP 8.2(a);

« the disclosure will lessen or prevent a serious threat to life, health or safety; or
- we are taking appropriate action in relation to suspected unlawful activity or serious misconduct.

The College remains accountable under the APPs for any act or practice of an overseas recipient to whom it
has disclosed personal information.

PERSONAL INFORMATION OF CHILDREN AND STUDENTS

The Privacy Act does not set a specific age at which a child may make their own decisions about their
personal information. At Beaconhills College we treat the best interests of the child as a primary consideration
when handling student personal information.

Our general approach is:

« requests for personal information, and provision of consents, in respect of younger students are handled
with a parent or carer;

« notices provided to a parent or carer are generally treated as notices provided to the student, and
consents provided by a parent or carer are generally treated as consents provided by the student;

« we provide age-appropriate privacy notices to students, and apply stricter default protections to
information about younger students.

There may be occasions where a student gives or withholds consent to the handling of their personal
information independently from their parents or carers. There may also be occasions where a parent or carer
is not provided with access to information about their child because to do so would have an unreasonable
impact on the privacy of another person, or would be inconsistent with the College’s duty of care to the
student.

Where we engage third-party educational technology or online services directed at children, we require those
providers to demonstrate compliance with the Australian Privacy Principles. Contracts with such providers
include obligations relating to data minimisation, data residency, advertising restrictions, and the deletion of
data at the end of the relationship.
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QUALITY OF PERSONAL INFORMATION

We take reasonable steps to ensure the personal information we hold, use and disclose is accurate, complete
and up to date, including at the time we use or disclose it.

If Beaconhills College becomes aware that personal information is incorrect or out of date, we will take
reasonable steps to correct it.

ACCESS AND CORRECTION OF PERSONAL INFORMATION

You may submit a request to us to access the personal information we hold about you, or to request that we
change that information. On receiving such a request we will take steps to verify your identity before granting
access or making a correction.

If we reject a request, we will notify you accordingly and, where appropriate, provide the reasons for our
decision. If the rejection relates to a request to change personal information, the individual may make a
statement about the requested change and we will attach that statement to the record.

RETENTION AND DESTRUCTION OF PERSONAL INFORMATION

We retain personal information only for as long as we need it for our functions and activities, or as required by
law. Some records are subject to long retention periods, including:

child safety and wellbeing records (retained for a minimum of 45 years, consistent with the
recommendations of the Royal Commission into Institutional Responses to Child Sexual Abuse);

financial records (generally 7 years),
- employee records (in accordance with applicable employment and workplace relations laws); and

records covered by the Public Records Act 1973 (Vic) and Public Record Office Victoria (PROV)
standards.

When personal information is no longer required and is not required to be retained by law, we destroy or de-
identify it securely in accordance with our Record Keeping Policy.

DOXXING AND INAPPROPRIATE DISCLOSURE

The College treats “doxxing” — releasing another person’s personal information in a menacing or harassing
manner — as a serious breach of its codes of conduct and a potential criminal offence under the Criminal
Code Act 1995 (Cth). All staff, students, parents, volunteers, contractors and community members are required
to comply with the College’s applicable codes of conduct and ICT Acceptable Use Agreements (where
applicable).

Breaches involving the publication or circulation of another person’s personal information in a menacing or
harassing manner will be addressed by the College and may be reported to Victoria Police.

COMPLAINTS

You may make a complaint about how Beaconhills College manages personal information, including a breach
of the APPs or the Health Privacy Principles, by notifying us in writing as soon as possible. We will respond to
the complaint within a reasonable time (usually no longer than 30 days) and may seek further information to
provide a full and complete response.

Beaconhills College does not charge a fee for handling complaints. You may lodge a complaint by:
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- emailing our Privacy Officer - david.young@beaconhills.vic.edu.au; or

« writing to our Privacy Officer, Beaconhills College, 30-34 Toomuc Valley Road, Pakenham VIC 3810.
All formal complaints will be logged and managed in accordance with the College’s Complaints Resolution
Policy.
If you are not satisfied with our response, you may refer the complaint to:

« the Office of the Australian Information Commissioner (OAIC), for matters under the Privacy Act; or

« the Office of the Victorian Information Commissioner (OVIC), for matters concerning health information
under the Health Records Act 2001 (Vic).

A referral to a regulator is usually considered after other avenues of resolution have been exhausted.

HOW TO CONTACT US

Beaconhills College can be contacted about this policy or about personal information generally by:

« emailing our Privacy Officer - david.young@beaconhills.vic.edu.au;;
« calling 1300 002 225; or
« writing to our Privacy Officer, Beaconhills College, 30—34 Toomuc Valley Road, Pakenham VIC 3810.

If practical, you may contact us anonymously (without identifying yourself) or by using a pseudonym. If you
choose not to identify yourself, we may not be able to give you the information or provide the assistance you
would otherwise receive.

CHANGES TO THIS POLICY

We review this Privacy Policy regularly and update it to reflect changes in law, technology and our practices.
During the current period of active privacy-law reform, we are operating on a 12-month review cycle. The
current version of the policy is available on our website. We will communicate material changes to our
community via our usual channels.

Last review: June 2026 Current as at: 4/08/2025 12:07 PM AEST time. Next review: December 2026

Policy Owner: Privacy Officer/PRC Compliance Committee Approved by: College Board Policy area: Governance

The most current copy of this policy is found in electronic form. Printed copies may not be current. Page | 9




BEACONHILLS COLLEGE

PAKENHAM CAMPUS
30-34 Toomuc Valley Rd,
Pakenham WIC 3810

BERWICK CAMPUS
52 Kangan Dr,
Berwick VIC 3806

1300 002 225
enquiries@beaconhillsvic.edu.au
www.beaconhillsvic.edu.au

CRICOS Provider Mo 03182

A SHINING LIGHT IN EDUCATION



